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Who Am I?



  

What is the Panopticon?



  



  



  



  



  

Assumptions

● This is primarily a Windows environment, running a modern 
version of Active Directory (2008R2 or better).

● You have already enabled Advanced Audit Policy on your 
domain to activate deeper logging of security events.

● There is enough buy-in from your system administrators to 
make some wide-ranging infrastructure changes.

● Your organization is amenable to using free or open source 
software.



  

Tools

● Windows Event Forwarding (WEF)
● OSSEC HIDS
● Security Onion



  

Windows Event Forwarding

● A server on the domain is designated as a log collector.
● This collector server is configured with subscriptions.
● A GPO tells domain computers to subscribe.
● Events designated in the subscriptions are now forwarded.



  



  



  



  



  



  

What Events to Monitor?

● Security Event Logs being cleared.
● High value groups like Domain Admins being changed.
● Local administrator groups being changed.
● Local users being created or deleted on member systems.
● New Services being installed, particularly on Domain Controllers 

(as this is often an indicator of malware or lateral movement 
behavior).

Jessica Payne
“Monitoring What Matters”



  

Any Other Suggestions?

● Changes to Scheduled Tasks.
● Password resets.
● Software installations.
● Account creation / enabling.
● Honeytokens.
● Legacy accounts.
● RDP logins.



  

Sysmon
“System Monitor (Sysmon) is a Windows system service and 
device driver that, once installed on a system, remains resident 
across system reboots to monitor and log system activity to the 
Windows event log. It provides detailed information about 
process creations, network connections, and changes to file 
creation time. By collecting the events it generates using 
Windows Event Collection or SIEM agents and subsequently 
analyzing them, you can identify malicious or anomalous activity 
and understand how intruders and malware operate on your 
network.”

Sysmon Download Page



  



  



  

Sysmon
There are several freely available Sysmon configurations 
available on the Internet. One of the best is from 
@SwiftOnSecurity.



  

Windows-Native Analysis Tools

● Event Viewer
● Log Parser (Studio)
● PowerBI Desktop



  

OSSEC

● OSSEC is an agent-based HIDS software platform.
● Agents installed on endpoints monitor files and report changes 

and events to a central server.
● Incoming events are evaluated using rules.
● Rules that are triggered can raise alerts.
● Alerts can be handled in a variety of ways.



  

OSSEC

● For this architecture, we can install the OSSEC Agent on the 
WEF Collector server and have it report to the OSSEC Server 
in Security Onion.

● Rules on the Security Onion server can then be written to 
evaluate incoming OSSEC events and raise alerts.



  

Security Onion

● Security Onion is an Ubuntu-based platform for threat hunting 
and Network Security Monitoring.

● It includes many useful tools for data gathering and analysis.
● It uses a server / sensor architecture.
● For this use case, we only need the server components.
● That said, the sensor components are fantastically useful and if 

you have the budget for a couple boxes full of disk, you should 
look into deploying them.



  

Security Onion - OSSEC

● The OSSEC Agent on the WEF Collector server forwards the 
collected logs to the OSSEC Server on Security Onion.

● Rules on the Security Onion server parse the logs and raise 
alerts as necessary.



  

OSSEC Rules



  

SGUIL



  

Squert



  

Kibana



  



  



  



  

Syslog

● Clearly, not all devices speak Windows Event natively.
● Security Onion can also accept log information via syslog.
● Syslog data becomes searchable via Kibana.
● Syslog-ng can be configured to write data to a text file for 

OSSEC monitoring.
● The OSSEC server is then configured to look at that file and 

parsing rules are written in local_rules.xml.
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Conclusions/
Questions



  

For More Information

@InfosecGoon

infosecgoon@roadflares.org

https://github.com/InfosecGoon/panopticon/
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