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What am I talking about today?



  

What is Threat Intelligence?

“Threat intelligence is evidence-based 
knowledge, including context, mechanisms, 
indicators, implications and actionable advice, 
about an existing or emerging menace or 
hazard to assets that can be used to inform 
decisions regarding the subject's response to 
that menace or hazard.”  --Gartner *

* https://www.gartner.com/doc/2487216/definition-threat-intelligence



  



  



  



  



  



  



  



  



  



  

So How Do We Use It?



  

MISP
● MISP is an open source Threat Intel Platform
● Collects, sanitizes, and distributes IOCs
● Supports tagging, TLP, galaxies, taxonomies, and 

much more
● Robust import and export capabilities
● This is an excellent “system of record”



  

Getting Data Into MISP
● Manual entry in web console
● Import local MISP JSON or CSV files
● Share data with other MISP instances
● Import .IOC files, Threatconnect, PDF, etc.
● Many third party extensions and add-ons



  

How Does MISP Structure Data?
● Events
● Attributes
● Tags
● Threat and Analysis Level
● Distribution



  

Security Onion
● Project by Doug Burks (@dougburks)
● Prebuilt Dockerized stack of open source NSM tools
● Available as an appliance ISO
● Can be installed on top of vanilla Ubuntu and RHEL/CentOS
● Commercial support and training available
● Can be used live or for pcap processing
● Requires a network tap or SPAN port for live usage



  

Suricata
● Security Onion comes with either Snort or Suricata
● These compare network traffic to defined signatures 

and raise alerts when a match is found
● By default, free Emerging Threats rules available
● Easily leveraged with threat intelligence



  

Zeek / Bro
● This generates network connection metadata from 

the observed traffic
● Think of it as Netflow++ – all the connection 

information of Netflow with some actual layer 7 data 
as well

● The Bro_Intel framework can be used to check 
metadata for IOCs



  

Elastic Stack
● Security Onion uses the Elastic Stack for its 

main reporting interface
● Data is stored in an Elasticsearch backend
● Queries and visualization is done in Kibana
● Elastalert is also integrated



  

TheHive
● TheHive is an open source SOAR platform
● Allows real-time IR collaboration
● Dashboards and reporting
● Integrates with MISP for threat intel functions
● Alerts, Cases, and Case Templates
● New observables can export back to MISP
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Demonstration



  
* Please note, this is just an example using my personal domain, not anything actually 
malicious. 



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  

● TheHive VM: 
https://github.com/TheHive-Project/TheHiveDocs/blob/master/training-material.md

● MISP VM:
https://www.circl.lu/services/misp-training-materials/

● MISP / TheHive / Cortex VM:
https://www.circl.lu/misp-training-images/

● Security Onion is freely downloadable: 
https://securityonion.net/ 

How Can I Play With This?

https://github.com/TheHive-Project/TheHiveDocs/blob/master/training-material.md
https://www.circl.lu/services/misp-training-materials/
https://www.circl.lu/misp-training-images/
https://securityonion.net/


  

Questions?



  

For More Information

@InfosecGoon

infosecgoon@roadflares.org

https://github.com/InfosecGoon/stinger/
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