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30+ Years in Cybersecurity
(20+ in Fortune 50 global organizations)

Former team lead for the
Verizon Data Breach Investigations Report

Co-author of one of the 1st books on
“doing data science” in Cybersecurity

Over a petabyte of planetary-scale internet 
telemetry data analyzed daily

90+        packages with a focus on 
cybersecurity/internet telemetry























Community-driven creation by MITRE
(https://attack.mitre.org/)

Both a common taxonomy and open source 
knowledge base of adversary tactics and 
techniques.
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ATT&CK TACTICS (free-to-use ‘kill chain’ alternative)
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Initial 
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Credential 
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Movement Collection Command 
& Control

Exfiltration Impact

“The adversary’s technical goals.”



ATT&CK TECHNIQUES (how goals are achieved)
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ATT&CK GROUPS
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“Sets of related intrusion activity that are tracked by a common name in the security community.”
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https://attack.mitre.org/matrices/enterprise/
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Lots of tools 
are making it
easier to use ATT&CK
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Leveraging ATT&CK
(in ways you might not thought of)
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ATT&CK Yourself
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ATT&CK Yourself
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ATT&CK Yourself



SIEMply ATT&CK
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ATT&CK What You Can
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ATT&CK The Gaps
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● Your SIEM might have gaps in these areas
(e.g. perhaps can’t read certain logs)

● #NotAllIncidentResponders

● Defense tech might have gaps, be deployed 
poorly, or not feeding into SIEM.



ATT&CK The Deck
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Reporting!
Sharing!

Benchmarking!
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Reporting!
Sharing!

Benchmarking!



Advanced ATT&CK
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Mapping the ATT&CK matrix in a Cowrie honeypot
https://github.com/kulinacs/cowrie-attack

#!/bin/sh
# Tactic: Credential Access
# Name: View Bash History
# ID: T1139
# Calls cat on .bash_history 
ssh -p 2222 root@127.0.0.1 "cat ~/.bash_history"

#!/bin/sh
# Tactic: Defense Evasion
# Name: File Deletion
# ID: T1107
# Creates and deletes a test file
ssh -p 2222 root@127.0.0.1 "touch test; rm test"

#!/bin/sh
# Tactic: Exfiltration
# Name: Exfiltration Over Command and Control Channel
# ID: T1041
# Exfiltrates data from the local system using scp
scp -P 2222 root@127.0.0.1:/etc/passwd .
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Possible ATT&CK
"Take  Home" 
Research Tracks
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Security Program Alignment
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• Help report on & identify SIEM technical platform coverage gaps

• Help find detection defender technology gaps

• Help SecOps identify areas of “event affinity” to help train responders

• Create an “investment explorer” tool to help Sec mgrs & aligned stakeholders 
plan detection investments

• Create an SIEM event prioritization method based on ATT&CK technique 
associations

• Perform ATT&CK benchmarking with other orgs (ISACs, etc)



Research Paths
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• Create a process to codify known honeypot incidents with ATT&CK

• Use codified incidents to potentially:

• build ATT&CK TTPs for info sharing

• codify attacker groups (with confidence score)

• map codified attacker groups temporal infrastructure (w/conf score)

• train a classifier to ATT&CK-ifiy novel incidents



ATT&CK Resources
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• Cyber Threat Intelligence Repository expressed in STIX 2.0
https://github.com/mitre/cti

• ATT&CK Navigator
https://github.com/mitre/attack-navigator

• 2018 ATT&CKcon Presentations
https://attack.mitre.org/resources/attackcon/

• MITRE ATT&CK
https://attack.mitre.org/



50

Questions / Comments / Resources

email

Research@Rapid7.com


