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Ildentity has become fundamental

1. Keeping legacy environments

secure
2. Enabling digital transformation

3. Is the @ of Zero Trust



The Complexities of Hybrid ldentity
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If Active Directory isn’t secure, nothing is
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... attacks like ransomware are the second
stage, predicated by an identity
compromise.
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Attackers are targeting Active Directory
and the identity infrastructure with
phenomenal success.
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Results of an attack on Active Directory

Active Directory can’t be trusted

 Malware on Domain Controller restores

 Backdoor accounts after eviction

 Owning one Domain Controller owns the entire
directory
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Multinational tech firm ABB hit by Black Basta ransomware attack

May 11,2023 05:05 PM

By Lawrence Abrams
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Swiss multinational company ABB, a leading electrification and automation technology provider, has

suffered a Black Basta ransomware attack, reportedly impacting business operations.




To what extent would your company be impacted
If an attack took out Active Directory?

. Minimal impact (can recover AD quickly)
. Some impact

. Significant impact

. Catastrophic impact
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Improving
Active

Directory Implement strong

Security

identity processes




Improving
Active

Directory Implement Active

Security

Directory Forest
Trust Security

« Ensure SID filtering is active across all trusts between
forests
« Consider using selective authentication




Improving
Active

Directory Secure Kerberos

Security

 Reset the KRBTGT account password
annually

« Remove SPNs assignhed to administrators

* Eliminate unconstrained delegation




Improving

Active
Directory Deter Lateral
Security
Movement
* Implement LAPS on all servers and
clients

 Limit Local Administrator group
membership
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Active

Directory Secure privileged

Security

users and groups

 Limit privileged service accounts
* Monitor for permission changes on AdminSDHolder
object
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Improving
Active

Directory Harden domain

Security

controllers

« Remove unnecessary roles and
agents

e Consider using server core

 Apply hardening policies
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How frequently is your Active Directory DR
process tested?

. During an actual production recovery

. Every 1-2 years
. Every 6-12 months
. DR plan created but never tested

. No Active Directory DR plan exists
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Active
Directory DR
Backup and BaCkup every

Recovery

domain, especially
the root




Active
Directory DR
Backup and Backup two or more

Recovery

DCs per domain
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Backup and Test your backups

Recovery
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Directory DR
Backup and Ensure backups are

Recovery

malware free
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Preparing for Active Directory Recovery

1. Know your AD topology
2. Know your DNS topology
3. Minimize OS versioning differences

4. Know the Microsoft AD Forest Recovery
Guide



purple knight
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Perform an AD

Purple Knight is a free
AD, Entra ID, and Okta
security assessment
tool

semperis.com

Security Assessment

SECURITY POSTURE OVERVIEW

This report summarizes the security assessment results performed in your hybrid identity environment on 07/12/22 by Sempens’ Active Directory security
assessment tool, Purple Knight. Depending on the environments selected for evaluation, the report indudes the assessment results for an Active Directory
forest, an Azure AD tenant, or both.

Active Directory forest: Purple Knight quened the Active Directory environment and ran a seres of security indicator scripts against domains within the
selected forest (see Appendix 1 - Domamns bst for a full kst of the domans mduded n the assessment).

Azure AD tenant: Purple Knight quered the selected Azure AD tenant focusing on some of the most common attack vectors that threat actors use to gan
access to the Azure AD environment.

The report provides an overall security risk score as well as detailed results about each Indicator of Exposure (IOE) found. By uncovering Active Directory
and Azure AD security weaknesses, this assessment report provides valuable insight into the overall security posture across your hybnd identity
environment and presents opportunities to minimze the attack surface and stay ahead of the ever-changing threat landsape

View Appendix 1 - Domains list
. 55% 40%
A ACTIVE DIRECTORY <> AZURE AD
Forest f4.lab & Tenant Semperis F4 Hybrid

[ Application IDde0a18cd-cb2d-4ff3-95ce-8ee909df8e13

e B p

Duratior 00:00:24.9367601 © Duration 00:00:04.4430073
& Run by F4\Administrator 2 Runby F4\Administrator
Indicators Indicators
Evaluated 97 Evaluated 10
Not selected 1 Not selected 0
© 10&s found 39 © 10¢s found 6
® Passed 58 9 Passed 4
€ Failed to run 0 € Failed torun 0
@ Not Relevant 1 @ Not Relevant 0

@ Canceled 0 & Canceled 0
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Understand your AD Attack Paths

FO reSt D r u i d i S a f re e Unclassified privilege escalation relationships: 17
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