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The 
Problem 
we all 
face…

What to collect, 
where to route, and 
what to do with it – 
all while controlling 
costs



Deconstructing 
a 

SIEM



Stuck in a legacy 
model



Transition to Data 
Centric Design

• Too many logs, too many sources, too much 
data – What’s really necessary?

• Capacity and Cost – Events per second (EPS) 
vs consumption (GB/day).

• Speed

• SIEM fallacy – give me all your data…



What could 
we do 

differently?

Enter the data lake…



Understanding 
Your Data 
Sources

Where and what 
logs…



Security Data Pipeline

A critical feature of a modern SOC operation

Channeling your data and taking full advantage of dynamically being able to transform, enrich, 
reduce, mask, and monitor your log data allows for little waste or duplication and more visibility 
into your environment 
Enhances your agility to migrate tools and platforms by reducing the switching cost and 
complexity 

Allows for managing data storage tiering, and only sending logs to your SIEM that are needed for 
detections

Put investigation and compliance logs into a lower cost, hot searchable solution 
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Security Data Pipeline Management

Our industry’s standard approach with SIEMs 
has been “log everything”

Over the years this has resulted in significant increases in log 
volume

The shift to cloud-based SIEMs resulted in 
consumption-based pricing; the more you use, 

the more you pay
SIEM vendors capitalize on the “log everything” approach

Log volume has exploded SIEMs are expensive (8-10x) per GB when compared to a data lake

Not all logs are created equal

A log can be an alert on its own, or correlated to create an alert 
(Root Login,  Kerberoast, Permission Escalation) -> These should 

be in your SIEM
Logs can enrich knowledge for an alert (DHCP, Firewall, Netflow)→ 

These types of logs are typically high volume and costly to retain 
within a SIEM

Alerts

Investigat
ions



Log Cleansing



Log Routing

Log Flow Log Flow

Traditional Log Routing Security Data Pipeline Routing

Prioritized log storage results in stronger detections, lower costs, and longer-
term hunting capabilities

Cribl



Data pipelines 
in the wild



Pipeline as a cost saver

Fortune 200 Company
• Splunk Cloud with ES
• Ingestion rate of 1.2TB/day
• Modernized pipeline using Cribl 

to reduce ingestion volume
• Reduction of ~430GB/day
• Splunk Licensing Cost 

Reduction/Repurposed
• Scope included firewall and VPN 

logs
• Additional savings to be realized 

through data lake implementation

$400K Annual Savings Realized

Large Healthcare Provider
▪ Migrated from Splunk Cloud to Azure 

Sentinel SIEM
▪ Sentinel and Azure Data Explorer, 

Cribl for pipeline management
▪ Splunk costs ~$900k/yr (Before)
▪ Cribl & Azure Sentinel / ADX Costs 

~$200k/yr (After)
▪ Increased data retention timeline 4x
▪ Improved detection capabilities
▪ Estimated savings >80% in projected 

SIEM costs

$700K Annual Savings Realized



Understanding 
Data Pipeline 
Tools

A look at Cribl’s 
FREE Version



Cribl (free) Pipeline Management



Cribl (free) Observability



Cribl (free) Pipeline Management



Cribl (free) Pipeline Management

DCSync Detections require event ID 4662.  With Cribl, we 
can further filter on specific Object GUIDs while still 
maintaining detection fidelity

$55k/Annual Savings



Understanding 
Data Lakes

A look at Microsoft Azure ADX but could also 
work with AWS or similar cloud solutions.



ADX - Datalake Demo /  Screenshots



ADX - Datalake Demo /  Screenshots



ADX - 
Datalake 
Demo /  
Screensho
ts



ADX - Datalake Demo /  Screenshots



Brining it 
into SIEM

A look at 
Microsoft 
Sentinel 
when ADX 
is utilized 



LOG COLLECTION AND ANALYSIS

Your Azure Environment

Sentinel

Data Lake

Stream

Remove Noise

Remove Size

Route Intelligently

Log Sources

Brining it all together:



Connecting Logs using Cribl

Cribl Cloud

Cribl
Leader

Azure

Cribl
Worker

Cribl
Worker

SaaS Sources

Cloud: On-Prem:

On Prem Data Sources

Cribl
Leader

Azure

Cribl
Worker

Cribl
Worker

SaaS Sources



Security Automation as a First-Class Feature of your SIEM

FEATURES
▪ Sentinel SOAR capabilities allow creation of custom and 

limitless response capabilities, with little to no coding
▪ Massive library of SOAR integrations available out of the 

box and the open-source community.
▪ No additional investment or significant costs to utilize 

SOAR, unlike purchasing a 3rd party bolt-on tool



Achieving cost 
efficiencies 
while 
harnessing all 
that a SIEM 
can do.

Any questions?
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